Live Hacking Demo

lvano Somaini, Regional Manager Zirich
Compass Security Schweiz AG
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Cybercrime is Here and Now!

Neue Malware-Welle® -5 "
Urheber in London und Korea reiCht die SChweiZ " ¢;g£“\ ? ’ .
Hacker-Attacke auf ollen Sie die Hacker§i = ¢
- Wasserversorgungin Ir hauen - F
_ Ebikon LU PP ——

Die autonome Betriebssteuerung der Wasserversorgung der
. Gemeinde Ebikon LU hat im November Tausende bésartige

Software-Anfragen bekommen.

Bilg,
SCHWEIZ

Nach Hacker-Angriff goi
Coiffeure-Software:
Wechseln Coiffeure jetzt
den Anbieter?
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Phishing Now!

Singapore Specialist : Corona Virus Safety Measures

- mm ey e— T ]

0 at 03:51

Tuesday, 28 January 2
Show Details
Dear Sir,

Go through the attached document on safety measures regarding the spreading of corona virus.
This little measure can save you.

Use the link below to download

Safety Measures.pdf

Symptoms Common symptoms include fever, cough, shortness of breath, and breathing difficulties. |

Regards
Iy
Specialist wuhan-virus-advisory
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6/30/2020, 8:02:58 PM

Coronavirus advisory information - Alert!! and Health Warning. [£x A

World Health Org (WHO) <noreply yitre-7yewas-576999-cb06-0...

Sho

{Z’{‘\“\; World Health
b1 I‘e“’ Organization

Ocar Sir,

Kindly go through the attached document on safety measures, oniine training as a
tool, regarding the spread of corona virus.

Click on the bution below %o download

Common signs of infection include respiratory symploms, fover, cough, shortness of breath and
breathing afficulties. In more severe cases, infoction can CaUSe PNOUMONIA, SEVEre B0
rospiratory syndrome, kidney fadure and evon death,

Rogards,

Dr. Tredos Adhanom Ghebreyesus

20 Tex

Specialist wuhanviusadvisory  #COVIDNS #CoronaVirus

507,166

126493

188

Level
Deaths, Recov

|
ered

FOPH <paris@mfa.go.ke>1y © Reply || 9 ReplyAll

Schweiz Coronavirus Fille: Finden Sie heraus, wie viele in Ihrer Ndhe sind

Aktuelle Zahlen der Gesundheitsbehorden zur Verbreitung von Covid-19 in der Schweiz.
Finden Sie heraus, wie viele Falle in Inrer Nahe gemeldet wurden.

Daten des Bundesamtes fiir Gesundheit (FOPH)

» U 1attachment: list.xlsx

Bild eines gedffneten Anhangs:
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Why Attack Me?

Untargeted, Mass Attacks
» Random targets

= \Weakest victims (e.g. simple passwords)
= E.g. spam, phishing, etc
» Unpatched systems

Targeted Attacks
= Efficient

= Usually combined with social engineering
» High success rate

Intermediate Targets
» In the Cross Fire of the attacker and his primary target

compass-security.com 8



; B
9
o

LAY TLAATY
‘an ..no'o’.,mﬁ"

compass-security.com




Cybercrime Supply Chain

Organization
Leaders

Manage the team and
define the goals/targets

Hackers

¥ Coders Money Mules

Program the
malwares

Look for and exploit
vulnerabilities in
programs and networks

Transfer the money
4| using electronic and/or
physical channel

Distributors Tellers

Buy and sell stolen
data

Target potential victims
with social engineering
-2 techniques like phishing

Wash the illegal

incomes through
| transfer to digital
financial services

~| Hosted System
Providers

Tech Experts Cashiers

Control the hacked

'7,:,;( accounts and deliver

i| credentials to other
criminals against payment

Monitor, repair and
grow the infrastructure
of the criminal
enterprise

:| Hostillegal servers
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Countermeasure
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Prevention for enterprises

» Raise awareness about security and computer threats in the enterprise
» Teach collaborators through an internal security course

» Establish clear guidelines for social medias

* Encrypt sensitive data

= Keep the protection systems for hard- and software up to date

» Enforce good practices for passwords

» Backup your data
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Prevention for individuals

= Different password for each online service

» Use a password manager

» Update your software on a regular basis (OS, browser , Java, Flash, ...)
» Use a recent and up-to-date antivirus

» Be careful with every incoming email (Phishing?)

» Don’t blindly trust the sender of E-Mail, SMS, whatsapp, etc...

» Backup your data
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CONCLUSIONS
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Don’t be the low-hanging fruit!
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